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Audit Report #:

26-002

Audit Name:

State Bar of Texas Law Practice Resources Audit

Audit Report Date:

March 25, 2026

Internal Control Assessment Rating

Some Improvement Needed

Business Objectives:

1. To ensure accurate, timely, and compliant collection and recording of revenue
from the sale of Law Practice Management resources.

2. To ensure the Law Practice Management inventory is accurate and protected.

3. To ensure compliance with applicable PCl standards by establishing effective
processes for capturing, communicating, and reporting PCl requirements,
responsibilities, and evidence across relevant staff and third parties.

Scope:

The audit scope period was June 1, 2023, through September 30, 2025.

Conclusion:

The management activities related to Law Practice Management sales and inventory
management comply with applicable regulations and are designed and are operating
effectively. SBOT has an established PCI DSS governance framework; however, Bar
Books payment activities were not included within SBOT’s defined PCl compliance
scope during the audit period. As a result, there are opportunities to improve Law
Practice Management’s alignment with PCI DSS requirements by formally
incorporating Bar Books into SBOT’s existing PCI governance processes, including the
capture, communication, and reporting of PCl responsibilities, and supporting
evidence across relevant staff and third-party partners.

Note: Prior to the issuance of this report, SBOT has incorporated our
recommendations into their existing policies and procedures.

Total Number of Recommendations
by Risk:

0 1 0 1

Medium Low Total

Recommendations by Root Cause:

Governance People / Staffing Processes Technology

1 0 0 0

Why This Review Was
Conducted:

McConnell & Jones LLP
(MJ) serving as the
outsourced internal audit
function (Internal Audit)
for the State Bar of Texas
performed this internal
audit as part of the
approved FY 2022 Annual
Internal Audit Plan.
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Root Cause
Business Objective / Business Risk Control People /
Focus Area Rating Effectiveness Recommendation(s) Governance @ Staffing | Processes @ Technology
Business Objective #1 Inherent Risk: High | Generally Effective | No recommendation made.
Operations & Residual Risk: Low
Technology:

¢ Revenue Collection
and Recording

¢ Inventory

Management

Business Objective #2 Inherent Risk: High | Some SBOT should formally incorporate Bar
Governance: Payment Residual Risk: Improvement Books into its existing PCI DSS

Card Industry Medium Needed governance framework to ensure

Compliance Oversight consistent oversight, accountability, X

and documentation of PCI compliance
activities applicable to Bar Books across
SBOT IT and Bar Books operations.

® McConnell Jones
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Introduction

We performed this audit as part of the approved FY 2022 Annual Internal Audit Plan. This audit was conducted in
accordance with Generally Accepted Government Auditing Standards (GAGAS). Those standards require that we
plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings
and conclusions based on our audit objectives. We believe that the evidence obtained accomplishes that
requirement.

Pertinent information has not been omitted from this report. This report summarizes the audit objective and
scope, our assessment based on our audit objectives and the audit approach.

Functional Area Responsibilities and Activity Summary

The State Bar of Texas (SBOT) Law Practice Resources (LPR), a division of the State Bar of Texas, provides law
practice management publications and related resources to Texas attorneys. LPR activities include the
development, sale, distribution, and maintenance of legal publications and practice management content.

LPR consists primarily of two components: Law Practice Management Program (LPM) and Texas Bar Books (Bar
Books). LPM, which operates out of the general fund, is charged with helping lawyers address new and emerging
challenges in contemporary law practice. LPM provides educational content, tools, and resources intended to
assist attorneys in managing and operating their law practices. The LPM program works with the LPM committee
to develop programs and resources on effective law practice management for Bar members. The LPM program
responds to law practice management questions from Bar members. The LPM program also includes a program
that addresses abandoned law practices and attorneys who have had a sudden and unexpected cessation of
practice.

Bar Books produces practice manuals, jury charges, desk books, and reference guides and operates through an
enterprise fund, not general fund. The intention of the enterprise fund is to support Bar Books’ operations and
reinvest earnings into the development of new publications.

Bar Books’ operational and administrative areas, including revenue processing, inventory management, and
payment card industry compliance, rely on a combination of SBOT staff and systems, volunteers, as well as third-
party service providers to support their activities.

In 2016, Bar Books and the LPM were consolidated under LPR. In 2020, Texas Bar Practice was launched as a
centralized platform for delivering LPR publications and content.

Bar Books utilizes an accounting system and website separate from SBOT, it does utilize SBOT’s information
technology services, financial services, and office space, and is subject to SBOT information security requirements
and mandatory security training.

SBOT Law Practice Resources organizational structure is illustrated in Exhibit 1.
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Executive Director

Deputy Executive

Director

Law Practice
Resources Division

Law Practice

Texas Bar Books
Management

Exhibit 1: SBOT Law Practice Resources Organizational Structure

Revenue Collection and Recording

Bar Books generates revenue through the sale of forms, practice notes, jury charges and reference guides to both
members and external customers. Bar Books utilizes third-party systems to capture sales activity, WooCommerce,
and process related financial data, QuickBooks. Because these systems are not integrated with SBOT’s financial
system, Great Plains, manual journal entries and reconciliations are required to ensure revenue is accurately and
completely recorded in SBOT’s general ledger.

Exhibit 2 summarizes monthly Law Practice Resources sales by fiscal year.

Monthly Law Practice Resources Sales
by Fiscal Year (FY24—FY25)
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Exhibit 2: Monthly Law Practice Resources Sales by Fiscal Year (FY24—FY25)

SBOT’s Accounts Receivable Manager performs monthly reconciliations of sales activity between WooCommerce,
QuickBooks and Great Plains. These reconciliations confirm that revenue and related cost data are complete,
accurate, and properly recorded. The Controller reviews and approves the reconciliations.

@ McConnell Jones
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Inventory Management

Communication Specialists, Inc. (CSl), a third-party vendor, maintains physical inventory related to Bar Books. SBOT
Law Practice Resources supports inventory accuracy by performing monthly reconciliations of finished-goods
inventory and conducting an annual physical inventory count. Bar Books validates returns using Return
Merchandise Authorization (RMA) documentation and attestations and maintains segregation of duties over
inventory oversight and return processing.

PCl Compliance Oversight

SBOT Bar Books processes customer payments through the third-party payment processor, Authorize.net, and is
responsible for complying with Payment Card Industry Data Security Standards (PCI DSS). PCI DSS is a global
information security standard developed by the Payment Card Industry Security Standards Council, it applies to
organizations that store, process, or transmit payment card data and is intended to protect cardholder information
through defined security, governance, and oversight requirements.

Findings and Risk Rating Summary

We define a finding as an internal control weakness or non-compliance with required policy, law, or regulation. We
define an improvement opportunity as an area where the internal control or process is effective as designed but
can be enhanced.

Inherent risk is the business risk associated with the respective function or process if internal controls were not in
place or were not effective (what could go wrong). Residual risk is Internal Audit’s ranking of the remaining risk or
likelihood of a negative event occurring with the internal controls and processes in place.

The Internal Audit Report Summary located on the first page of this report provides a summary of our audit
results. See the Detailed Business Objectives, Focus Areas, and Internal Controls Discussion section of this report
for more information on issues identified, recommendations, and management responses.

Detailed Business Objectives, Focus Areas, and Internal Controls
Discussion

This section of the report provides discussion on the audit’s focus areas, grouped by business objective, and
provides a summary of our testing, findings, and recommendations. Each business objective includes the
definition, inherent risk to the organization if controls were not in place or were working, and the residual risk to
the organization’s ability to achieve the respective business objective based upon the effectiveness of controls and
processes in place.

Business Objective #1: Operations & Technology (Control Activities)

Operations & Technology refers to the processes, controls, and technology in place to ensure that the respective
department or function executes its responsibilities in an effective and efficient manner. This involves
implementing standardized procedures, automated controls, and checklists to ensure compliance with relevant
laws and internal policies. Control activities are designed to prevent and detect errors, fraud, and inefficiencies,
thereby safeguarding the organization's assets and ensuring the reliability of financial and operational information.
Effective control activities are essential for maintaining operational integrity, enhancing performance, and
achieving organizational objectives.

Business Objective(s):

e To ensure accurate, timely, and compliant collection and recording of revenue from the sale of Law Practice
Management resources.
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e To ensure the Bar Books inventory is accurate and protected.

Audit Focus Areas of This Discussion:
We focused on internal controls and business processes for the following activities:

Revenue Collection and Recording

e Documentation maintenance, revenue, and reconciliations to sales reports.
e QuickBooks and Great Plains processes, and controls.

Inventory Management

¢ Inventory management processes and controls.
e  CSI Printing and shipping oversight.
e Returns and credit processes.

Revenue Collection and Recording

Business Risk Ranking Risk Low Medium m
Inherent X
Residual X
Control Rating Some Major
Generally | Improvement | Improvement
Effective Needed Needed Unsatisfactory
X

Our review of revenue collection and recording controls and processes revealed the reconciliations of the Bar
Books are complete and accurate. Additionally, they are reviewed timely by the Controller, and all discrepances
are corrected and validated.

No internal control weaknesses were identified.

Inventory Management

Business Risk Ranking Risk Low Medium m
Inherent X
Residual X
Control Rating Some Major
Generally | Improvement | Improvement
Effective Needed Needed Unsatisfactory
X

Our review of Law Practice Management’s inventory processes and controls showed that inventory is reconciled
timely and any discrepancies are appropriately identified and corrected.

No internal control weaknesses were identified.

7
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Business Objective #2: Governance (Control Environment)

Governance refers to actions that an organization’s Board and executive leadership take to establish management

controls and culture. This is accomplished through setting expectations and communicating these in written
policies. Governance is responsible for allocating resources to ensure appropriate organization structures are in
place so that activities are conducted effectively, responsibly, and in alignment with the organization’s mission
and objectives. Governance also encompasses the systems and practices that guide decision-making, risk
management, and overall accountability within an organization. Sound governance practices are crucial for

maintaining transparency, integrity, and ethical behavior.

Business Objective(s):

To ensure compliance with applicable PCl standards by establishing effective processes for capturing,
communicating, and reporting PCl requirements, responsibilities, and evidence across relevant staff and third

parties.
Audit Focus Areas of This Discussion:
We focused on internal controls and business processes for the following activities:

e Bar Books compliance with PCI DSS and other related regulations.

Internal Use

Business Risk Ranking Risk Low Medium m
Inherent X
Residual X
Control Rating Some Major
Generally | Improvement | Improvement
Effective Needed Needed Unsatisfactory
X
Root Cause People /
Governance Staffing Processes Technology
X

Bar Books engages in credit card processing activities with the sale of its inventory. These credit card activities fall
within the scope of the PCI DSS, a set of security requirements designed to protect cardholder data and reduce the
risk of payment card fraud. Bar Books uses a Third Pary Service Provider (TPSP) that is responsible for the systems
that store, process and transmit credit card data. The State Bar does not internally store, process or transmit credit
card data, significantly limiting its PCl compliance requirements and its risk. However, its PCl compliance practices
could be improved and strengthened at the time of the audit and pertaining to Texas Bar Books processes.

Findings:

1.

SBOT has an established PCI DSS governance and compliance framework. However, during the audit period,
Bar Books processes and supporting systems were not included within SBOT’s defined PCI DSS scope. Bar
Books operates with a degree of organizational independence while relying on SBOT IT for shared IT services,
including cybersecurity infrastructure.

Q McConnell Jones
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PCl-related roles, responsibilities, and accountability applicable to Bar Books were not formally defined or
governed within SBOT’s PCI framework, leading to inconsistent execution and monitoring of key PCI
compliance activities.

Those key activities are the completion of a PCI Self-Assessment Questionnaire (SAQ) or Attestation of Compliance
(AOC), ongoing monitoring of third-party payment service providers supporting Bar Books and ensuring required
PCl security awareness training is completed annually. While the State Bar’s IT Department provides cyber security
training that includes many of the elements required by PCI, the training was not evaluated to ensure that
employees completed all the PCl required elements annually.

SBOT completed these processes and came into compliance prior to the completion of the audit.
Recommended Actions:
1. Formally Incorporate Bar Books into SBOT’s PCI DSS Governance and Compliance Scope

SBOT should formally incorporate Bar Books into its existing PCI DSS governance framework to ensure
consistent oversight, accountability, and documentation of PCI compliance activities applicable to Bar Books
across SBOT IT and Bar Books operations.

To support this effort, SBOT should:

o Define and document the PCI DSS scope for Bar Books, including in-scope systems, processes, data
flows, third-party service providers, and shared service responsibilities, and ensure the scope is
reviewed periodically.

e  Establish and maintain PCl compliance activities for Bar Books in alignment with SBOT’s existing PCI
governance framework, including required validation, training, and oversight processes.

Prior to the issuance of this report, SBOT has incorporated our recommendations into their existing policies and
procedures.

Management Response:

Management agrees with the auditor’s recommendations and has taken steps to fully address them.
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Appendix A: Audit Activities Performed

The detailed procedures performed as part of this audit are presented in the tables below.

AUDIT ACTIVITIES PERFORMED FOR OBJECTIVE 1

Criteria Used > State Bar of Texas Policies and Procedures November 2025
2 COSO Internal Control Integrated Framework — Operations and Technology

Control Tests 2 Conducted interviews with management and responsible staff to obtain an
Applied understanding of revenue and inventory management, reconciliation, and
monitoring processes.
2 Review of policies and procedures to determine alignment with established
processes and accuracy of execution.

2 Inspected monthly sales and inventory reconciliation documentation.
2 Performed a sample-based review of monthly sales reconciliation between the sales,
inventory, and financial reporting systems to determine accuracy and completeness.
Management 2  Written policies and procedures that dictate:
Controls in Place o Daily sales reporting and order processing

o Revenue and accounts receivable transaction cycle and returns
o Inventory management activities and responsibilities.
> Defined roles and responsibilities for performing sales and inventory activities.
2 Monthly reconciliation of sales, accounting, and e-commerce systems with required
review and approval from Comptroller.
2 CSl Printing portal dashboard used to monitor inventory.
2 Annual physical inventory performed and documented by SBOT.

AUDIT ACTIVITIES PERFORMED FOR OBJECTIVE 2

2 State Bar of Texas Policies and Procedures November 2025
2 Payment Card Industry Data Security Standard (PCI DSS)
S)
>

Criteria Used

COSO Internal Control Integrated Framework — Governance

Control Tests Interviewed the Law Practice Resources Operations Manager and the IT Director to
Applied confirm understanding of PCI DSS requirements and the process for annual
compliance validation.

2 Obtained and reviewed the current PCl DSS Attestation of Compliance for SBOT’s
payment service provider, Authorize.net, to confirm coverage of all payment
processing services utilized by SBOT.

2 Reviewed contracts and related documentation with Authorize.net to verify
inclusion of PCI DSS compliance requirements and breach notification provisions.

Management 2 Receipt of PCI DSS Attestation of Compliance from Authorize.net, the third-party
Controls in Place payment provider used by Texas Bar Books.

2 PCI DSS compliance activities related to Bar Books primarily relied on third-party
provider attestations and ad hoc activities rather than formally defined,
documented, and routinely monitored merchant-level controls applicable to Bar
Books.
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