TECHNOLOGY

To Encrypt or Not to Encrypt?

The changing consensus on email confidentiality.

sy RONALD CHICHESTER

More than 16 years ago, the American
Bar Association issued its first formal
opinion on email,' approving the use of
unencrypted messages for the transmis-
sion of client confidences. The only
caveat mentioned by the ABA was
that when the information is highly
sensitive, the lawyer should forego
email, just as he or she would abstain
from making a phone call, and consult
with the client in person about the
best way to discuss the information.

In the 1990s, the legal profession was
rapidly adopting email as the standard
means of communication with clients.
At that time, the first ABA opinion
merely echoed a string of various state
bar opinions concerning the privacy of
email.” These tended to rely on the fact
that the U.S. Congress had enacted the
Electronic Communications Privacy Act’
of 1986 that prohibited access to stored
electronic communications, which sug-
gested a reasonable expectation of pri-
vacy. Most attorneys, however, began to
add legal-specific caveats to their emails,
claiming that the email transmission was
an attorney work product, a privileged
communication, or otherwise considered
to be confidential as defined under rules
of professional conduct.* While many
states and the ABA found unencrypted
email acceptable, some states—notably
Arizona and Missouri—encouraged the
use of encryption.” Most states, though,
cautioned their attorneys to look at all
the factors, particularly the sensitivity
of data and the downsides associated
with potential compromise, before elect-
ing to use email at all.

Since then, the ABA and other
states have further addressed email
communications, most notably in the
ABA Ethics 2000 Commission® and
the ABA Commission on Ethics 20/20.]
The latter commission went so far as to
require that lawyers understand and
appreciate the technology behind
email so they could make informed
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judgments themselves and provide rea-
sonable guidance to clients about email.*

The implicit assumption of the opin-

ions promulgated in the 1990s and early
2000s was that the attorney and client
would send and receive emails from
their respective offices. But with the
advent of laptops, cellphones, and cloud
computing—not to mention the use of
free, unsecured Wi-Fi networks at coffee
shops and other public places—these
earlier opinions became outdated. Con-
sequently, various states, including
Texas, and the ABA are taking a fresh
look at email confidentiality. Last year,
the Professional Ethics Committee for
the State Bar of Texas issued Opinion
648,” which identified
stances where encryption or some
other security method may be appro-
priate, including:

1. Communicating highly sensitive
or confidential information via email
or unencrypted email connections.

2. Sending an email to or from an
account that the sender or recipi-
ent shares with others.

3. Sending an email to a client when
it is possible that a third person
(such as a spouse in a divorce case)
knows the password to the account,
or sending an email to a client’s
work email account, especially if
the email relates to a dispute with
the client’s employer.

4. Sending an email from a public or
borrowed computer or under cir-
cumstances in which the lawyer
knows that the sent emails are being
read on a public or borrowed com-
puter or on an unsecure network.

5. Sending an email if the lawyer
knows that the recipient is access-
ing the email on devices that are
potentially accessible by third
persons without authority to access
the emails or are not protected by
a password.

6. Sending an email if the lawyer is

several in-

concerned that the National Secu-
rity Agency or other law enforce-
ment agency may read the lawyer’s
email communication, with or with-
out a warrant."

Conclusions

While state bars and the ABA may
not have settled opinions regarding the
scope of a lawyer’s ethical responsibility
in the context of transmitting a client’s
privileged or confidential information
through email, the trend is clear—email
communications are coming under
increasing scrutiny, and attorneys may
well be called upon to encrypt email
exchanges with their clients. Conse-
quently, those of us who do not already
know how to encrypt email should start
learning now how to master the techni-
cal basics of the technology in order to
communicate ethically. T8
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